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Abstract: PROBLEM TO BE SOLVED: To enable a proper user to perform the communication 
between the computers having the intervention of plural fire walls with no consciousness of a 
communication channel by using a directory service computer. 



SOLUTION: A client 303 designates a user ID, etc., and is authenticated by a directory service 
server 302 of a network 30. Then the client 303 designates the device name of a directory 
service server 312 of a network 31 and inquires about the channel information. Based on the 
acquired channel information, the fire wall servers 301 and 31 1 connect the client 303 to the 
server 312 via an internet 32. The client 303 is authenticated by the server 312 and then 
designates the device name of a server 331 to inquire about the channel information. Based on 
this channel information, the fire wall servers 311 and 313 decides a communication channel 
between the client 303 and the server 331. 
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- A3 1 2 1 if- A33 1 03SK*f»*fll ■=> T ^ £ t CD t f 

[0 0 3 4] if-A331^0757irX7W£^£ft££57 
7-f7> K321tt, ^m^r-n-fuifyK\ZXK>, 77 
-f 7^*-^311TBSES:»Tx-< h Ulf-hfX • 

if-/*3i2iz»«rr*. *lt. 5V u-57 h u-y— ex 

• 1f-A*312T^-lf ID^CO^lCcfc 0a--tfC7)|giiE^ 
gttT, 1f-A3310^OIBB«?8£5V U-5? h 'J If- f 
X ■ -tf-/\*312^E3R-rS. ^OgjJc^gtfAc^-r 



wyn/T-^AtCcto, if-A*33ni**jcrs*7^jci7 

HSx-Y Ud7 hUx— ^3121T«5RL, ^l— if 1 
07i7irX**iJ822^tt*»€r^ffi*crwOfilt«:oTli 
^Cch^^SI^L, ^fzaS4 l «KJwfe*7T<7^^~;P 
2^<7);P-hOffiffltilE826*«fcSCi:S:«BU, if-A 
331^0JP-hO«Effl*iR3&«**Ci:SaiBUfc«, 57 
7>h321^6lf- A*33HCliJ^>a«S?SOSS§«S 

^igii-r^o ca>iiB««jc«^7 7-f 7^*-;p • -y- 

/\*yD57*^Atc^OilfiJE8S^5Sjib, 57^-<7>H32 

itwr*BK^«ttfti»-r*. fit, iUK, *9>r 

7> H321 tlf- A331©P»lOilfI ^ + «t^>. 
[0 0 3 5] £A±cDJ:^tc, h7-57"Cti, iE^ 

frn— tf aaft «B***r « c t * u b wo-y—zt 

[0 0 3 6] 34*3, 7 7<75*-^'*-/tt©I« 
fiBO*atiBtt*«EOftl»*fTto-rfc, 57^<7>h 

^ 57 5>f7>htt, Jf«$nfcSB*^^St3*»IS 
£§±0 7 7^7^^-;^ • If— AKW^fciT^-fcxLB 

57^-f7>ht3iS«L> n>5"^X h^St'1f-/\*331 

[0 0 3 7] WAffProjectUser.ExternaltL 
T, 77< 7^^--;H^CD7^-feXfii®814, 7r<7 
>?^-;i/2tc*f-r^757irx«iK8i9^cfcrj:5 r ^ h ij 
if- 57 irXtiK824^fF pj^ tlfcn— tftt, 
a«OttB3&«*y h7-57At'«V^&tc : b^a$^e>1f 
-A331tC757-trXT^^ e £fc, U 5? h U If- 

\Z 7 r -f 7 7 * -;H ^^FjE 7 57 tX U fc^.— tf*Hifc 
itTt), U57 N U-y— • tf— A3l2t<DBSE 

^FiE757-tiX^|S±U, -tr*3.Ux^t««-r*Ci3&« 

[0 0 3 8] 

imM<omm U±(DJ:v\z, *»W»ctntf, «s:o 
7 7 -f 7 9 *-;W*^fiEr «fh»*W©Hfll *iES^ 

— y-'^ini ssss **gtr * c t «c < s * 

\Z, *<D*y h 7-57 51fivX^ATfT^n^>1t^C0g 

[en i ] *%w<DmMMmizi%%mm>>7.y L i±<D±ft 

[[§12] If- ASfctt57 ^< 7> hO^fiSc^^-rST 

[EI 3] ^-r U57 h y-y—tf* • -y— /^oWfiESr^T 
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[0 4] U4? K U^-t'Xf-^^X^IW 

^<z>iaej!0T&£. 

£*7v?x47 H»*t— ^JK0«*«-THT**. 

[0 6] x-r u-4? hUf-t^f-^^-xSMt 

[07] «*<D*y h7-^OlBHjft*KMr-6fc«> 

[08] ft* (0 * <y h 7 - ^ cogij 0 RB £ S K 9§"T £ 
fc#>O0T&£o 
[^-^coiftBj] 

10— Alt* y h7 — £ A* ll-Btt*y h7 — ^B, 101- 

i^-f 7>muml 102-77^7^*-,^ 103-7 

7-f7»>*-;k 110-B*fcU-7*v/ H7-47C, 111-7 

7^7^^-;k 112-77^7^7*— ;k 20-ttrt* 

yh7 — 47, 200— 9"7*y h 7 — 47, 201- 7 7 -f 7 V 
*— ;k 202-7 r< 7 ;k 2 0 3 - 47 9<7>K 

204-»3£n>V— ;k 205-«Jt3>7-;k 30-**;/ 
1-7-47, 31-*yh7-4?\ 32-f>^-*tyK 33 
—9-7*^1*7-47, 34— 9-7* y h 7-47. 301-7 
r<79*-;k 302-x-r U47 • -9— 

/t, 3 0 3 - 47 5 7>K 311-77-f 7^7*— Jk 312 
-x>f 1/47 h'J-9— • "9— A\ 313-7 7< 70t 
-;k 314-77< 7£*-;k 317-475>f7>K 32 

1-47 ^<7>h, 331—- y— /mwm* 341—9— /w 

»m, 3010-77<72*-;kft*m-9--A*7n77 
A, 3020-x^ 1/47 HJ-9--A7n£f7A, 3030-** 
-*-A7d4t*7A, 3110-7 r^f 7^7 *-;P* + *-9— 
7K7n77A, .3120— r>r 1/47 h U"9— n^uifv A, 
3130-7 y-f 7"5*-JHiE*3»-9— A7d4t*7A, 3140 
-77<7^^-J«W- rt7ntt?J* % 3210- + 
J8-9— A7d4t*7A, 3310- + KI-9— A7d7^A, 34 
lO-*^- A + 7d77A, 41-tV X47n>hP- 
7, 42-±IE1SSK, 43-A*X, 44-CPlk 45-ilfII/O 
<>^7i-X3>hP-7, 46— 3f — H7^X3 
> hD-7, 461-*-#-b\ 47-t-r**— Kn> 
472— r-< X^K Si, 410-BJtT^ *47 
St, 411-iHf 7n77A, 412-x-^4 , *felW7 P P 
47*7 A, 413—5^ U47 HJflMRHJ^C^^A, 414- 
^HHIK?- 7;k 420-±B1*SltS>rtg, 421-x- 

**»«&**e*«#, 422-a«^-*tEifcs«, 4 

23— r-f U47 hUnfflfll«IB«fi«. 424-7n7^A 



a-K««, 51-5 r ^X47=i>KD-^, 52-£B1MI 
SL 53-71X, 54-CPU, 55-iIfiI/0-f >^7x-XZF 
>hD-7, 56-+-^-HT^X3>hD-7, 561 
57-tf^3t5-Hn>hn — 5, 572- 
f>rxyKg.i, Slo-HJe^-r X47»B, 511-afi 
7 P D47*7A, 512-7* w U47 h»Jx— 5^— *ffl»7n 
4t*7A, 513— r-f U47 HJ1fM8HJB7o 47*5 A, 514- 
+ 7;H&*tf5 ? -f k47 52 

0-iE*S61©C9*» 521-x* 1/47 MJ5*-*B«« 

*, 522-^ i/47 bvmmmmtmmm. 523-707 

60—3r>r k47 HU*7S?x47 h, 61- 
5^ 1/47 MJ:*7vx47 K 62— r-f 1/ 47 HJ:*7^x 
47 K 63— 7^ U 47 h U *7vx47 K 611—7^1/47- 
hUt^yx^h, 612-x-T 1/47 MJ*7vx47 K 6 
13— r>r 1/47 h'J^"7> ? x47 K 621—rV 1/47 h U * 
7i? x 47 K 622— t'w 1/47 h U *7:/x47 K 623—? 
<< V$ h U*7vx 47 K 624— 1/47 h U*-7>*x 
47 K 625— r-f U47 FU^y^x 47 626—5^1/47 
h'Jt^xJh, 70-tV U47 h 11*7^x47 htif?8 
r— 7;k 701-*7i/x47 MD, 702-^-7^x47 h 

703-^"7xx47 h3>f+Xh, 704-^7^x47 
hM. 705-*7i^x 47 KOJRttID, 710-^7> ? x 47 h 
Wff. 711-^7^x47 h««, 712-^-7^x47 hit 
ffi. 714-*7^x47 M»«, 715-*7S?x^MJMB, 
716-*7>?x47 717-^7v?x47 h««, 718 

-*7vx47h««, 719-*7i?x47 h««, 720— * 
7vx47h1fffi, 721-^-7^x47 hfl»«, 80-*7i? 
x47 HJBttffifffl^— 7;k 801-JRttID, 802— WBblD. 
803-^-7^x47 hJStt«, 804-^-7^x^7 hJRtt^U 
7;P, 805-^7^x47 hJStiM, 810-^7^x47 hJS 
ttflMB. 811-*7i^x47 HJRttflWR, 812-^"7vx47 
hJSttlf^. 813-*7S?xi7 hfllttW*, 814-^*7^ 
x47 hJStttSffi, 815-^-7^x47 hSttltS, 816—34- 
7^x47 hJRtt*«, 817-*75?xi7 h«tt**, 818 
-t^i^Mtt**, 819-^7^x47 KJSttlf 
ft. 820-*7vx 47 hJRttfiMK, 821-^-7^x47 hJg 
*tfl»«, 822-^7^x47 h«ttfl|«, 823-^7>?x47 
KSttlfffi. 824-^7^x47 hKtStS^, 825-*7S? 
x47 HJHttflMB, 826-*7S?x47 h«tt«*. 827-* 
7i^x47 hJSttt*^, 828-*7S?x 47 hJRtt««, 829 
-*7vx 47 830-*7vx47 hJSttlf 

831-*7> ? x^ hJR14««, 832-^-7^x47 hJS 
ttlfffi, 833-*7vx47 h«tt*W. 
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owio 


Nvna 


Context 


Typo 


AttrtD 






0000 


Root 


Root 


Top 


None 




710 


0001 


NvtworkA 


Root 


Container 


A0001 




711 


0002 


Firewall 


NetworfcA.Root 


Service 


A0O0Z 




712 


0003 


AliaeOfFirewalE 


NetworkA.Root 


ARu 


A0003 




713 


0004 


DBServerl 


NatworkA.Root 


Servtoe 


A0004 




714 




Subnets 


NatwoHcA.Root 


Contaher 


A0005 




715 




Userl 


SubnetB.NetworKAJW 


User 


A0006 




716 


ITF51 


User2 


SubnetB.NetworfcA.Root 


User 


AOO07 




717 




Gtoup2 


SubnetB.NetworfcA.Root 


Group 


A0O08 




718 




FnwalQ 


SubnatB.NetwerfcA.Root 


Service 


A0009 




719 




Server! 


SubnatS. M«trrorkA.Root 


Service 


A0010 




720 










UcarM 


Subn»tCJ4«tworkA,Root 


User 1 AOOOn 
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AttrD 


SuoD 
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Serial 
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A0001 


0001 


Owner 


0 


Supervisor 




810 








A0OQ2 


0001 


Owner 


0 


Supervisor 




811 


AOO02 


0002 


AccessRight 


0 


User1=rw 




812 


AO002 


0003 


AccessRigm 


1 


User2»r 




813 


A0002 


0004 


AccessRiqht 


2 


ProjectUser. Extemat^r 




814 


A0003 


0001 


Owner 


0 


Supervisor 




815 


A0003 


0002 


OriqinaEntity 


0 


FirewalB 




816 


A0003 


0003 


AccessRight 


0 


Usert^rw 




817 


AD003 


0004 


AccessRight 


1 


User2=r 




818 


AD003 


0005 


Access Right 


2 


ProjectUs er . External = r 
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A0003 


0006 


AccessRight 


3 


Oters=norvQ 




820 


A0004 


0001 


DBType 


0 


DtrectorvService 




821 


AD004 


0002 


AccessRight 


0 


Userl =rw 




822 


ADOOC 


0003 


AccessRight 


1 


User2=rw 




823 


A0004 


0004 


AccessRight 


2 


ProjectUser.ExternaWr 




824 


AO004 


0005 


AccessRight 


3 


Oters=none 




825 








AO009 


0001 


Owner 


0 


Supervisor 




825 


AD009 


0002 


RoutePemiiBsion 


1 


User=AJI 




826 


A0009 


0003 


RoutePermisslon 


2 


User2=Route.0 




827 


AOO09 


0004 


Route Perm is s ion 


3 


ProfectUser. Extemar=Rout».0 




828 


A0009 


0005 


Route Permission 


4 


ProjectUser. Extemai=Route. 1 




829 


A0009 


0006 


RoutePermtBsion 


5 


Oters=none 
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A0009 


0007 


Route 


0 


DBServerl .Firewafll 
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AOO09 
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Route 


1 
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0 


Supervisor 
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Owner 


0 | Supervisor 
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